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Abstract— Using Single Sign On (SSO) user authenticate only one time  & access  several secure services & resources without 
reauthentication. Accessing several resources from distributed server is a complex job, simple Identity management does’t preserve user 
identity across a distributed server, In this paper we mention the novel technique to preserve Identity across distributeted server using 
Fedrated Identity Management System. In this paper the proposed design allows user to use single set of credentials, even a user 
maintains with different kinds of cloud environments. We propose a solution with defacto standards of open authorization in which there is 
a trust party auditor which maintains all the credentials and cloud provider can uniquely distinguish one user from other. We also maintain 
secure channel for user in order to ensure the confidentiality. 

Index Terms— Authentication, authorization, single sign on, Fedrated identity management, identity management, privacy, security.   

——————————      —————————— 

1 INTRODUCTION                                                                     

loud computing is not single technology is the combina-
tion of grid & cluster computing.Cloud means a distri-
buted system.Cloud computing is popular due to its fea-

ture like high scalability and elasticity and also offers pay for 
use options for cloud users so that, user can pay based on their 
usage.  

The National Institute for Standards and Technology 
(NIST) classifies cloud computing into three different service 
delivery models: Infrastructure as a Service (IaaS), Platform as 
a Service (PaaS), and Software as a Service (SaaS) [1]. IaaS 
provides virtual computing resources such as virtual ma-
chines, networks and data storage. PaaS offers programming 
environments where customer can develop run and manage 
web application. Like .net framework using this framework 
developer can develop application without installing entire 
framework in client system. SaaS provide services through 
browser,user can acces software through internet from cloud 
service provider. 

The today’s need is to use Cloud computing in all areas 
where application can easily deploy on cloud and provides 
software as a service to users. The transfer of such applications 
to the cloud has a couple of advantages, e.g. less maintenance 
efforts or lower costs. But cloud service need to provide some 
level of security to such application. However, such security 
requirements are identification and authentication. 

In web application security achived by two level one is high 
level & low level. In High level they achive securty using pro-
tocol like https,& in low level ie Page level security achive us-
ing simple mechanism called as username & password, but 
this most week technique to secure application, in simple au-
thentication scheme multiple time authentication happend, 
this is very hectic  while accesing resourses from distributed 
server . This problem get solve first using single sign on tech-
nique , then most popular fedrated user identity management 
system. 

    Developers should expect CSPs to offer a set of security 
features, including user authentication, single sign-on (SSO) 
using federation, authorization (privilege management), and 
SSL or TLS support, made available via the API. Currently, 
there is no PaaS security management standard: CSPs have 

unique security models, and security features will vary from 
provider to provider. 

Identity federation is an emerging industry best practice for 
dealing with the heterogeneous, dynamic, loosely coupled 
trust relationships that characterize an organization’s external 
and internal supply chains and collaboration model. Federa-
tion enables the interaction of systems and applications sepa-
rated by an organization’s trust boundary, e.g., a sales person 
interacting with Salesforce.com from a corporate network. 
Since federation coupled with good IAM practice can enable 
strong authentication by way of delegation, web single sign-
on, and entitlement management via centralized access control 
services, it will play a central role in accelerating cloud com-
puting adoption within organizations. 

For achieving single sign on in cross cloud environment, 
the concept of federated identity management where creden-
tial of all the users manages to their respective cloud which 
avoids remembering and entering different credential for dif-
ferent application. The proposed approach also provides fede-
rated Identity management [3] which uniquely identifies the 
user in cross cloud environment. It manages the identity of all 
the users associated with different cloud in third party auditor 
which provides centralized authentication, where IID’s of the 
entire user getting stored and managed. 

2 MOTIVATION 

Detailed The user sign up for accesing cloud services  by sub-
mitting their credential in cloud environment. Apart from 
providing the service, every service provider provides user 
management called identity provider to manage the user cre-
dential. Instead of maintaining all the user credential and au-
thentication mechanism by service provider, the same can be 
possible to maintain in trust party auditor , so the user don’t 
have to maintain different account for for accessing multiple 
application. User can directly logon to the services of different 
cloud providers by using a single set of credentials from a 
trusted third party vendor[3]. There are different protocols 
available to achieve single sign on namely SAML, open au-
thentication mechanism like OpenId, Oauth etc. Sale and 
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OpenID are the standard protocols for single sign on authenti-
cation and proposed system uses the concept of OpenId pro-
vides authorization and authentication. 
 
2.1 Objectives 

1. The proposed system can be applicable to different cloud 
service provider , government firms in private domain.  
2 It uses the concept of OpenID for generation of IIDs to se-
curely accessing application from different domain.  
3 For improving secure authentication, the concept of IP filter-
ing and one time password are used.  
4 For implementing Single sign on for different cloud applica-
tion, the concept of Intercloud ID (IIDs) can be introduce 
which helps to improve trustworthy relation between different 
cloud application.  
5 The proposed system can secure from some type of attacks 
like Denial of service, Identity theft etc.  
 
6. Data files are also securely transfer from one cloud to 
another using AES encryption.  
7 The end users, who are associated with different cloud, can 
also perform secure communication using AES 128 bit encryp-
tion. 

3 SINGLE SIGN-ON (SSO) 

As Generally cloud service provider offers one or more SaaS 
applications for the user comfort. The provider maintains user 
data in management database for further identification and 
authentication. If cloud service provider offers multiple SaaS 
application then separate user management need to be run for 
each application. Therefore, when user want to access n appli-
cation from same or different cloud service provider then user 
must go through n times authentication. These continuous 
authentication processes may lower the user’s reliability. To 
overcome this drawback, the concept of single sign-on (SSO) 
can be used. SSO allows the user to access one or more appli-
cation by authenticating only once which avoids frequent 
reauthentication[2] 
so the user usability can increase. In SSO, user has to provide 
unique or single set of credential for accessing n application, 
so once the user is authenticated at one cloud service provider 
then they automatically identified in other cloud service pro-
vider. The SSO system provides various advantages, first user 
just need to remember single set of credential which avoids 
burden on user. Second authentication time and cost can be 
save. Third only single user management need to run at cloud 
service provider side which improves security and avoids 
maintenance of multiple databases. SSO system also have 
some drawbacks like If someone steals your credential then 
complete SSO system is available to the attacker and If the 
user management fails then user can not able to access single 
application. The whole system is disturbed. 

 
 
 
 

 

TABLE 1 
COMPARISON OF PROTOCOLS USED TO ACHIEVE SSO IN CROSS-

CLOUD ENVIRONMENT 
 

Pa-
rame-
ters  

SAML  WS-
Federa-
tion  

Ope-
nID  

OAuth  Shibbo-
leth  

Au-
then-
tica-
tion  

SAML does 
not specify 
the method of 
authentica-
tion, it can be 
user-
name/passw 
ord or multi-
factor authen-
tication  
 

Used 
security 
token 
services 
(STS) for 
authen-
tication.  

Used 
user 
Login 
cre-
den-
tial as 
au-
then-
tica-
tion 
me-
chan-
ism  

Used 
limited 
access 
OAuth 
Token 
i.e. va-
let key 
as au-
thenti-
cation 
mechan
ism  

 

Used user 
organiza-
tion Login 
credential 
as authen-
tication 
mechan-
ism and  
send min-
imum de-
tails to 
service 
providers  
 

Deve-
leope
d by  

OASIS  BEA 
Systems, 
BMC 
Soft-
ware, 
CA, 
IBM, 
Micro-
soft, Ve-
risign  

Ope-
nID 
foun
da-
tion  

IETF 
OAuth 
WG  

Open 
source 
software 
and release 
under 
Apache 
software 
License  

Me-
thod 
of 
Ex-
chang
e  

XML based  XML 
based  

URL-
based 
Ope-
nID 
iden-
tifier  

API 
inter-
face  

Manage 
the list of 
providers 
and com-
mon rules 
between 
the pro-
viders  

Ap-
plica-
ble to  

Web SSO, 
Attribute- 
based autho-
rization, Se-
curing web 
services  

Micro-
soft 
Window 
Azure 
cloud 
platform  

Goog
le  

Face-
book, 
Lin-
kedTn, 
or Twit-
ter  

Used in 
Universi-
ties and 
public ser-
vice organ-
ization  

 
 
Identity Management  
Authentication, maintenance, discovery, information ex-
change, administration, management and policy enforcement 
used to ensure identity information these are the functions & 
role of identity management which improves security. An IMS  
provides set of rules for managing an individual user identi-
ties in a digital environment[10] .  
 
The main functions of an of identity management system is as 
follows:  
1. Provisioning:- the identity management system must ad-
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dresses the provisioning and de-provisioning of user identities 
within an organization. There are various types of user are 
managed in organization. Based on their respective roles or 
designation the user accounts must provide (Example the role 
can be end user, IT administrator, supervisor, application ad-
ministrator, developer etc.)[4].  
2. Authentication:- with the help of authentication service the 
user can authenticated by identity management system by 
entering some credential like login id, password, token, bio-
metric etc. once the user is authenticated the respective service 
is openly available to user.  
3. Authorization:- The main goal of identity management sys-
tem is to provide security to users and this can be achieved 
through authorization technique. Authorization allows the 
user to access the services based on some access level.  
4. Federation:- federation allows the group of organizations or 
service provider establishes a circle of trust between them, and 
allows to share user identities with each other[4].   
 
3.1 Federated Identity Management [2]  

In the Internet users obtain access to the resources belonging 
to the different service providers by using different accounts. 
Passwords and user names generated in these accounts are 
different from each other. For this reason, the vast majority of 
the network users, try to use the same password in each poss-
ible place. This leads to serious security risks. The repeated 
authentication of the users causes the troubles among them 
and beside that it also strongly increases the series of the ad-
ministrative expenses. Nowadays the majority of the world 
global organizations in order to struggle with passwords try to 
use SSO (Single Sign On) technologies as these technologies 
allow to replace the number of network passwords with a sin-
gle password.  
Identity Federation:- one of the identity management con-
cepts [11], that share and distribute attributes and identity 
information across different administrative domains according 
to certain established policies.  
Following three actors is forms identity federation model 
(Figure 1)[2]:  
1. Service Provider(SPs):- Actors which consumes users iden-
tity data. They rely on the user authentication made by a third 
party. SP are also called Relaying Parties(RP)[2].  
2. Identity Providers(IdPs):- Actors that assert information 
about a subject. IdP are also called asserting partoes(AP). IdPs 
focuses on the authentication of the users as well as on the 
management of identity information, which can be shared 
with various SP[2].  
3. Users:- Actors which interact (ususlly vis the user agent, e.g. 
web browser) with SPs. They are the subject of the asser-
tions[2].  
As shown in the fig 1, the share of the identity information 
between the two providers (IDp1and IdP2) allows a user to 
login only once and gain a seamless access to services and ap-
plications offered in different domains. Identity federation can 
be accomplished by means of SAML, OpenID oauth or WS-
Federation.  
The below model is suitable for only static trust relationship.  
 

 
 

 
 
 
 
 

 
  Fig1: Identity Federation Process 
 

 

 

 

 

 

 

 

 

3.2 Identity Providers and their Standards 

The Table 2 describes the identity federation acceptance by 
various major cloud based application. The service providers 
are Google, Facebook, Twitter, Amazon web services(AWS). 
These providers standard protocol like SAML, Oauth and 
OpenID etc. 

 
TABLE 2 

IDENTITY PROVIDE BY DISTICT PROVIDER AS DIFFERENT STANDARD 
 

 SAML OPENID OAUTH 

FACEBOOK NO NO YES 

GOOGLE NO YES YES 

AWS NO NO NO 

TWITTER NO NO YES 

    

 
 

Proposed work 

 To understand the fundamental concept like SSO, 
identity management etc. 

 To understand the challenges and possible attacks. 
Understanding cross cloud architecture. 

 Designing and implementing the cross-cloud fede-
rated identity management system. 

4 CONCLUSION 

IJSER In cloud computing it is typical task to preserve the 
identity across the distributed network, in our article we pro-
posed the solution for that problem using Fedrated identity 
management.. Preserving privacy is also the main issue, by 
implementing the concept of identity management we will 
also  preserve  the privcy across the distributed server of dis-
tict service provider.  

 

Fig. 1. Identity Federation Process.  
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